Improving access secunty for [T A

blometrlcs ploneer, Fingerp rmt
paramount for a technalogy innovator, where handling important data, both ¥ Freevolt *

physically-and digitally, is common practice. Furthermore, as an EMVCo
member, and a publicly traded company, having a Secure access control
process is fundamental where the risk of any failure’in security measures,
including those with two-factor authentication, couldhave severe
consequences.

S-Key’s biometric, fingerprint activated, access control cards improved security
at this technology company at low cost, posing no operational impact, and
with extra benefits.
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The Issue:

hDW to Upg rade secu rlty Fingerprints was keen to evaluate how S-Key fingerprint activated access control cards
= = = would work for them their Headquarters in Gothenburg, asking six key questions:
using existing readers ‘ | & SHINE SREEY

Being part of EMVCo, Fingerprints have a double entry door

system to enter their office and also have restricted secure

areas for their hardware and software labs. Despite being'a :
_ securlty consuous company, speed and convenlence

Qf ' '.elr entlre e

Blometrlc fingerprint authentication provides an addltlon:al'”
security layer which eliminates the risk of a fob belng used
by an unauthorised person.
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The Solution:
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biometric access control cards 7 Fre
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Fingerprints has rolled out S-Key across their whole office at their
Headquarters in Gothenburg, Sweden.

All staff were efficiently set-up with new cards and their
fingerprints enrolled. The cards work across all of thelr access
readers for the entire office. -

| S-KEY"

Simple. Safe. Secure.

out biometric access cards ter--.,-e-u-se-d*’to access the
office for our employees. S-Key state-of-the art
biometric access card solution will strengthen our
security measures across the premises. Last but not
least it’s a fantastic way to see the result of our
peoples’ work in our own hands!”

control systems, no changes requwed
Better Privacy & GDPR Compliance: Fingerprint hash
encrypted and stored on the card (never leaves the card)

o0 @‘30 |

Improved Hygiene: Secure, contactless entry now
Chief Human Resource Officer at Fingerprints, Caroline Kriiger. possible post COVID-19 pandemic
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The Results:

0 More Secure than two- e Convenient and Secure: o Convenient and Secure: e Forget about PINs: The

factor authentication (2FA) Users found S-Key Users found S-Key existing multi-function

via Pin: Pins can be straightforward to use, straightforward to use, printer at their office works
forgotten or shared so simply presentingyour card simply presenting your card with S-Key too, so they can :
ensuring a robust 2FA with your fingeronittothe ~ with your finger on it to the now securely release print
process, using a fingerprint, reader and notworryabout ~ reader and not worry about ~_ jobsonlytothe mtended"

which cannot be copied or 4-digit pins. S-Key cards o . 4- dlglt pins. S- Key cards ~user. FIDO2.1 will be

shared, significantly authenticate the user within
increases security for 1 second of belng presented
Fingerprints’ organisation. acce trol reader.

i .avallable on S Key in June

Easy to Set- Up' 100% of t_he_ -

—b with the company s
sting access readers,
including those for the
Hardware and Software labs.
Users were simply issued an '

S-Key card with their “able to keep labs secure W|th our own capaC|t|ve
respective access privileges  sensor, in S-Key “s battery-less card platform is a
updated in the access t ifest of th t . R&D K d
control software. great manifest of the extensive work an

innovation we contribute as tech leaders”

Fredrik Ramberg, Vice President of R&D at Fingerprints
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Sustainable and
Reliable access control

S-Key’s biometric access control cards were able to deliver a secure solution
to Fingerprints’ access control for their HQ office. The cards are robustly
designed and water resistant, so they will last for many years through
everyday handling and conditions.

S-Key’s innovative power-harvesting technology, combined with Fingerprints’
ultra-efficient FPC 1323 capacitive sensor, enables the cards to work without
a battery. New security features require additional power, but unlike other
cards, S-Key will never require users to recharge or replace their cards.
Instead, Freevolt technology collects Radio Frequency (RF) energy from card
readers: a more sustainable choice for Fingerprints, aligning with their
sustainability strategy.

Please check out the official announcement here:

S-Key access control cards work with For further information please
all major biometric card readers: contact:
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